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Introduction 
Client Data System® (CDS) provides a powerful, flexible security system that enables the user to control 
access within the application in a variety of ways. 
The CDS security features are used to grant access to Agency information based on an employee’s job 
duties and responsibilities. This feature is useful in a network environment with multiple CDS users 
sharing a single database. Generally, there are two categories of users: Agent/Producer users who will 
access Agency information for only the contact records that are assigned to them, and non-
Agent/Producer users who may have access to groups of contacts or the entire database to perform 
administrative duties.  
Sample flow charts have been included to assist with setting up the security system in CDS. The 
examples used in the Security Management Overview section and in the flow charts reference the Demo 
database that is provided with the program. 

Security Management Overview 
Before setting up the security preferences, you must understand the environment in which CDS resides in 
relation to your office. If, for example, you have an environment of three users, and want to delegate three 
levels of security, the task of assigning the different security levels is simple. If the task involves 
assigning contacts to several users, then the security scheme becomes more complex. Consider the 
following examples: 

Basic Security 
• Dave is assigned the Highest security level with full access to all contact records and program fields.  
• Ed is assigned the Group level of security to access all contact records, but not all program fields, 

such as the Security Information tab.  
• Norma is assigned the Lowest security level, with restricted rights to contact records and program 

fields.  
• See Sample Flow Chart 1 on page 11. 

Security with Proxy Assignments 
• Dave is assigned the Highest security level with full access to all contact records and program fields. 
• Ed is assigned the Group level of security to act as a proxy to the Agent Mark.  
• Mark is an Agent who is linked as a CDS user with the Lowest security level.  
• See Sample Flow Chart 2 on page 12. 
In previous versions of CDS, security was implemented by assigning contacts to a group of users. It is 
now possible to assign contact records to multiple Agents. It is important to keep in mind that contact 
records can only be assigned to Agents/Producers who have been linked as a CDS user.  
In this version of the program, Agents/Producers have assigned proxies who have access rights to the 
Agent’s contact records. 
A proxy is a person who is authorized to act for another. In CDS, a proxy is a user who has access to an 
Agent’s contact records. Proxies do not need to be an Agent/Producer.  
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The Three Levels of Security 
In addition to security being implemented through the assignment of contact records to Agent/Producers, 
there are other types of rights that the administrator can enable for users. To implement the CDS security 
features correctly, you must understand the different levels of security. 
Highest: Agency owners or office managers are usually assigned the Highest security level. Users with 
this level of security have all available rights in CDS. 
Group: Sales Managers, Administrative Assistants and others, who must have access to several Agents’ 
information, are usually assigned to this level of security. Group level users only have rights to the Group 
they belong to. There can be several groups in the system and each group can have multiple users. Users 
who are proxies for Agents are usually assigned this security level. 
Lowest: Agents who are linked as CDS users are usually assigned to this security level. A user with the 
Lowest security level cannot view the data of any other users. 

Steps Required to Implement a Security Environment 
Creating a Simple Security Environment without Agents 
1. Create the users. 
2. Assign the security levels and preferences. 
Creating a Security Environment with Agents Using the Proxy Feature  
1. Create the users. 
2. Assign the security levels and preferences. 
3. Create the Agent(s). 
4. Link each Agent as a CDS user. 
5. Assign the security levels and preferences. (For the most effective security scheme, Agents who are 

linked as CDS users should be given the Lowest security level). 
6. Assign users as proxies for the Agent(s). 
7. Assign the Contact(s) to the Agent(s). 

Setting Up a Security Environment with Agents and Proxies  
The following pages outline the steps required to create a Security Environment with Agents using the 
Proxy Feature. You must have the Access to User Management and Access Security Info Tab options 
selected and be set to the Highest security level in the User Profile before performing the following steps.  

Creating Users 
By default, CDS will assign the Highest security level to the first user created in a new database.  
1. From the CDS desktop, select User Management from the expanded Database menu to display the 

Database Users list.  
2. Click the Add Record button to open the User Profile Personal Information tab.  
3. In the User Information section, select the appropriate Database (if you have more than one) and then 

enter the Login Name. 
4. To change the default options, click the appropriate tab (e.g., Contact Options or Security 

Information tab). 
5. Click the OK button to save the additions. 
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Linking an Agent as a CDS User 
Agents can log into CDS only if they have been linked as a CDS user. Once linked, the Agents can be 
assigned a proxy and use all of the CDS functions available, including the SmartPad, Form Letters, Faxes, 
etc. 

1. From the CDS desktop, select User Management from the expanded Database menu to display the 
Database Users list.  

2. To modify an existing user, select the record, click the Modify button, and then proceed to Step 5. 
3. To add a new Database User, click the Add Record button. 
4. From the Personal Information tab, enter the Login Name (usually the first name) of the employee. 

 
5. Click the Linked Agent/Producer field button to open the Find Agent/Broker/Producer Information 

dialog box.  

6. Click the OK button to display the complete list of Agents.  

7. Select the Agent and then click the OK, Select button to link the record. 

8. Click the OK button to link the Agent as a CDS user. 

Agent Proxies 
If an Agent wants to delegate the management of their records to someone else in their absence, a user 
can be assigned as a proxy to the Agent. Remember, only users with the Group or Highest security levels 
can be proxies for Agents. The User Profile for the Agent must display the Linked Agent/Producer name. 
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To Make a User a Proxy for an Agent 
1. From the CDS desktop, select User Management Utilities from the expanded Database menu, and 

then select Create Proxy for a User from the expanded list. 
2. From the List of Users dialog box, select the user who will be the proxy and then click the OK 

button. If a user with the Lowest security level is selected, the list will close, but the user will not be 
assigned as a proxy. 

3. In the Select Agent(s)/Producer(s) dialog box, select the agent(s) for whom the user will be the proxy 
and then click the OK button. The user will be added to the Proxy List. 

Assigning Contacts to Agents 
In a work environment that includes hundreds of contacts, the task of keeping track of individual contact 
records can be very time consuming. By assigning contacts to Agents, you can distribute the workload of 
tracking contact information, and at the same time, maintain the security and integrity of your data. CDS 
enables the flexibility of assigning contacts to Agents. One or more contacts can be assigned to an Agent 
or a group of Agents. Contact records that are not assigned to an Agent can be viewed by all users. 
To Assign Contacts to Agents  
1. From the CDS desktop, click the Contact button; or, select Contact from the expanded File menu to 

open the Find Contact Information dialog box. 
2. Click the OK button to display the complete list of Contacts. 
3. Select a record and then click the Personal tab. 
4. Select the Assign Contact to a User Agent/Producer option from the expanded Record menu to 

open the Select Agent(s)/Producer(s) dialog box.  

 
5. Select the Agent or Agents to assign the contact to. To assign more than one contact, click the 

Contacts button and then search for the contacts by Set, Filter, or individually.  
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User Management Utilities 
User Management Utilities are accessed from the CDS desktop Database menu. 

Viewing all of the User Proxies Assigned in CDS 
The User Proxy Table contains an entry for each user who can access records assigned to an Agent. 

1. From the CDS desktop, select User Management Utilities from the expanded Database menu, and 
then select the Show Proxy List option. 

2. Click the OK button in the Find User Proxy Table dialog box to display the complete User Proxy 
Table list.  

Viewing the Assignment List 
Use this list to view which contact is assigned to a particular Agent.  

1. From the CDS desktop, select User Management Utilities from the expanded Database menu and 
then select the Show Assignment List option. 

2. Click the OK button in the Find Contact Assignment Table dialog box to display the complete 
Contact Assignment Table list.  

Synchronizing the Database Users and User Profile 
CDS can automate the process of assigning users to Agents/Producers. This tool is useful in a multi-user 
environment, where there are several users assigned to several Agents/Producers. 
1. From the CDS desktop, select User Management Utilities from the expanded Database menu, and 

then select the Synchronize Database Users and User Profile option from the expanded list. CDS 
begins the synchronization process, enabling the selection of Agent/Producer records to be accessed 
by the indicated user. Users with the Highest security level are able to access all of the 
Agents/Producers data. 

2. Once the process is complete, a dialog box will indicate that the User Profile and Database Users are 
synchronized. Click the OK button to return to the CDS desktop. 
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Sample Flow Chart 1 Sample Flow Chart 1 
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In the example above, the security feature is set up in its most simplistic form. The Highest security level 
has full access rights to the database. The Group security level can access all contact information, but not 
modify certain fields within the program. The Lowest security level can access all contact information, 
but not the User Profile.  

In the example above, the security feature is set up in its most simplistic form. The Highest security level 
has full access rights to the database. The Group security level can access all contact information, but not 
modify certain fields within the program. The Lowest security level can access all contact information, 
but not the User Profile.  
Ed and Norma’s limitations to the Security Information tab and User Profile are controlled by security 
settings in the User Profile.  
Ed and Norma’s limitations to the Security Information tab and User Profile are controlled by security 
settings in the User Profile.  
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Sample Flow Chart 2 
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This is an example of a security structure that uses proxies. Dave can view all of the contact records and 
system fields, because he has the Highest security level. Ed and Eileen have Group level securities. Ed is 
a proxy to Mark and Mike. Eileen is a proxy to Nancy and Norma. Mark, Mike, Nancy, and Norma are 
Agents/Producers that are assigned the Lowest security level. Mark, Mike, Nancy, and Norma have 
certain contact records assigned to each of them and cannot view contacts that are not assigned to them, 
unless the contacts are not assigned to Agents. Ed cannot view the contact records that are assigned to 
Eileen, and vice versa. All users, regardless of their level of security can view all contacts not assigned to 
agents. 
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